[NEWS8802] ESET Security Services portfolio update

News

Stay one step ahead of known and emerging cyber threats with the updated ESET Security
Services portfolio!

ESET Managed Detection and Response (MDR) for MSPs

ESET MDR is an expansion of ESET's MSP portfolio, leveraging the deep visibility of ESET
Inspect driven by ESET experts. Key features include:

¢ 20-minute Mean Time To Resolution (MTTR): Rapid incident resolution
o Threat hunting: Proactive, hypothesis-driven threat hunting beyond alerts

e 24/7 monitoring: Continuous environment monitoring, reporting and an MDR
dashboard

Add ESET Al Advisor to your existing subscription

ESET Al Advisor uses Al to efficiently process incidents within ESET Inspect. It helps users:
¢ Understand incidents from plain-language summaries to detailed insights
¢ Manage routine processes like data collection and threat detection
e |solate devices and prioritize proactive measures

e Generate detailed incident reports

Enhanced ESET Threat Intelligence
ESET Threat Intelligence provides Cyberthreat Intelligence (CTI) through data feeds and APT

reports. Key features include:

o Data feeds: Frequently updated threat information in standardized formats for
integration into SIEMs, SOARs and Threat Intelligence Platforms

¢ APTreports: Detailed analysis of APT group activities, including technical analysis,
toolsets, YARA rules and remediation advice


https://www.eset.com/us/business/services/
https://www.eset.com/us/business/services/
https://www.eset.com/us/business/solutions/learn-more-about-mdr-ultimate-service/
https://www.eset.com/us/business/solutions/learn-more-about-ai-advisor/
https://www.eset.com/us/business/solutions/learn-more-about-threat-intelligence/

Buyer profile: Governmental organizations, defense, CERTs, MSSPs, energy, finance
and telco multinationals

ESET advantage: Unique geographical coverage, ultra-current feeds, trusted by
governments and defense agencies

Addition of Ransomware Remediation to the Modern Endpoint Protection
module

Ransomware Remediation is a new feature of the Modern Endpoint Protection module that

offers comprehensive rollback through automated file restoration from secure backups. It
enhances Ransomware Shield protection by using advanced detection and remediation
technologies, surpassing the Volume Shadow Copy method used by other solutions. This
feature minimizes the business impact of ransomware attacks and fosters cyber resiliency.

Key features include:

Automated file restoration

Automated backups for files up to 30MB

Proprietary backup technology not using Windows Volume Shadow Copy
Simple setup and management via ESET PROTECT

Customizable protected file types

For more information, review all ESET business solutions or contact your local ESET partner
for a quote.


https://www.eset.com/us/business/solutions/learn-more-about-endpoint-protection/
https://support.eset.com/en/kb3104-eset-business-bundles-and-packsfaq
https://support.eset.com/en/kb3742-how-can-i-contact-my-local-eset-partner-for-support
https://support.eset.com/en/kb3742-how-can-i-contact-my-local-eset-partner-for-support

